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1 Introduction

Open-source software has been widely used in modern soft-
ware ecosystems, facilitating the development of various ap-
plications, from experimental prototypes to mission-critical
organizational platforms [4]. Platforms like Maven Cen-
tral [6], one of the largest repositories of open-source ar-
tifacts, serve as centralized hubs for hosting, managing, and
distributing these resources. Most Maven-hosted projects
include licenses that provide legal terms and conditions for
permissible use, modification, and redistribution, ensuring
compliance and clarifying obligations for the users [1]. Apart
from licensing, the security of these artifacts is also critical
as vulnerabilities in widely used dependencies can pose sys-
temic risks. To facilitate the address of these risks, Common
Vulnerabilities and Exposures (CVEs) are frequently reported
by users, promoting stakeholders to identify and fix security
flaws in a timely manner [8].

Although there have been many studies regarding the
vulnerability and license of the artifacts in Maven Central,
most of them either focus only on characterizing and ad-
dressing the CVEs [2, 12-14] or only on the license adoption
and compliance [3, 7, 10, 11]. To the best of our knowledge,
there is a lack of studies on the relationships between the
licenses adopted by artifacts and their associated CVEs. The
variety of licenses not only determines how code can be
modified and redistributed but can also influence the com-
munity and governance around a project. Some licenses may
encourage broader collaboration or more efficient vulnera-
bility reporting processes, while others may present certain
barriers to rapid patching and distribution. This raises the
hypothesis that license usage patterns could correlate with
a project’s vulnerability. To fill this gap, we systematically
analyze license information and CVE data associated with
Maven Central packages, aiming to shed light on whether
certain license types are statistically linked to higher or lower
incidences of vulnerabilities. Uncovering such patterns can
guide developers and stakeholders to make more informed
decisions about artifact and license adoption and keep a
balance between permissiveness and security.
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2 Research Questions

To understand the relationships between the license usages
and CVE characteristics, we formulate and address the fol-
lowing research questions:

RQ1: What are the characteristics and trends of li-
cense adoption and CVE incidence across Maven Cen-
tral artifacts? In this research question, we aim to investi-
gate the patterns and trends in how licenses are adopted and
how security vulnerabilities (CVEs) manifest within Maven
Central artifacts. By analyzing historical and current data,
we seek to characterize the prevalence and distribution of
different license types as well as the frequency and severity
of reported CVEs.

RQ2: Do specific license types correlate with higher
or lower vulnerability incidence in Maven Central ar-
tifacts? In this research question, we investigate whether
choosing a permissive or restrictive license is statistically
associated with the incidence of CVEs identified therefore
influencing the security of the software.

3 Datasets and Tools

Building upon the Goblin framework, which offers a Neo4j-
based Maven Central dependency graph enriched with CVE
information, we will extend its ecosystem data by incorpo-
rating license metadata for Maven artifacts. Goblin’s Weaver
tool enables on-demand metric weaving into the existing
dependency graph, allowing us to dynamically generate and
query additional metrics with vulnerability data. To obtain
accurate license details, we will use Libraries.io [5]—queried
through a Python script that iterates over relevant Maven
artifacts—and merge these results with Goblin’s existing
Neo4j graph. By combining Goblin’s built-in CVE coverage,
Neo4j’s flexible graph queries and Weaver’s on-demand met-
ric computations, we can perform a comprehensive analysis
of Maven Central’s dependencies, focusing on the interac-
tion between license practices and security vulnerabilities at
scale.

4 Schedule and Milestones

e Week 1: Extract Maven dependency data with CVE
from Goblin and collect and integrate license data from
Libraries.io.
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o Week 2-3: Analyze CVE incidence trends across Maven
artifacts and license adoption trends.

e Week 4-5: Investigate the statistical relationship be-
tween license types and CVEs.

e Week 6: Document methodology, results, and findings
as a final report.

5 Threats

Rate Limits and Data Incompleteness:

Description: Libraries.io imposes rate limits on API queries,
which may cause excessive time in retrieving data, hence
leads to partial or failed retrieval of license data for Maven
Central artifacts. If these limits are exceeded, the data collec-
tion phase may produce incomplete results.

Mitigation: We plan to implement incremental and batched
data queries, along with retry strategies to handle temporary
rate limit responses. If these measures prove insufficient,
we will switch to alternative data sources, such as Sonatype
OSS Index [9], or publicly available datasets on licensing
information, while acknowledging that they may be less
comprehensive or out of date.

Mapping Between Dependencies, Licenses, and Vulner-
abilities:

Description: Goblin includes data on Maven Central de-
pendencies and CVEs, whereas the license information is re-
trieved from external sources. This can introduce mismatches
in artifact coordinates or version numbers, leading to incom-
plete or inaccurate mappings.

Mitigation: We will rely on strict coordinate matching (groupld,

artifactld, version) to ensure consistency. In case of partial
or ambiguous matches, we will remove such entries from
our dataset to reduce noise and maintain high data quality.

6 Conclusion

In this proposal, we outlined a plan to study the interplay
between license practices and security vulnerabilities within
the Maven Central ecosystem. By leveraging the Goblin
framework, which provides dependency and CVE data in
a Neo4j graph, and augmenting it with license information
from Libraries.io, we aim to discover whether certain license
types correlate with higher or lower incidences of reported
CVEs. Our schedule includes data collection and integration,
trend analysis, and statistical correlation tests, culminating
in a final report that summarizes key insights. We antici-
pate that our work will guide developers and stakeholders
in balancing openness with security considerations and con-
tribute new perspectives on how licensing choices influence
software ecosystems.
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