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ABSTRACT

Testing concurrent programs remains a difficult task due
to the non-deterministic nature of concurrent executions.
Many approaches have been proposed to combine static and
dynamic analysis to reduce the complexity of uncovering
potential concurrency bugs. However, the existing collab-
oration schemes only provide a limited mechanism for ex-
changing relevant information between the two analyses. For
example, alias information only flows from the static anal-
ysis module to the dynamic analysis module at the begin-
ning of the dynamic analysis. Therefore, we cannot fully
exploit the advantages of each type of analysis. Motivated
by this observation, in this paper we present a new test-
ing technique which enables a tighter collaboration between
static analysis and dynamic analysis. In this collaboration
scheme, static analysis and dynamic analysis interact itera-
tively throughout the whole testing process. Static analysis
uses coarse-grained analysis to guide the dynamic analysis
to concentrate on the relevant search space, while dynamic
analysis collects concrete runtime information during the
guided exploration. The runtime information provided by
the dynamic analysis helps the static analysis to refine its
coarse-grained analysis and provides better guidance on dy-
namic analysis. Currently, our implementation consists of a
static analysis module based on Soot and a dynamic analysis
module based on JPF (Java PathFinder).

Categories and Subject Descriptors

D.1.3 [Programming Techniques]: Concurrent Program-
ming; D.2.5 [Testing and Debugging]: Debugging Aids

General Terms

Languages, Verification, Reliability

1. INTRODUCTION
Concurrent programs are much harder to debug than

sequential programs mainly due to the non-deterministic
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nature of their execution. Individually, static analysis and
dynamic analysis could be used to uncover hidden concur-
rency bugs. For example, static analysis could perform es-
cape analysis to determine shared instance fields in a pro-
gram, then type analysis can determine the consistency of
lock protection using either derived or annotated locksets.
Static analysis can uncover bugs without executing the pro-
gram and avoids the non-determinism problem altogether.
Dynamic analysis captures bugs by running a program di-
rectly. To uncover concurrency bugs, dynamic analysis tries
to trigger different interleavings in test runs. This could be
achieved by randomly seeding sleep statements [8] or sys-
tematically exploring all interleavings using an explicit-state
model checker [21].

However, both static analysis and dynamic analysis have
their limitations when they work alone. Static analysis tends
to report a high number of false positives due to the coarse-
grained nature of the analysis. The main cause of this high
false positive rate is that static analysis has an overall knowl-
edge of the program under analysis but has imprecise in-
formation with respect to a particular control flow or in-
terleaving. It may determine two accesses may-alias when
considering the overall program. However, it generally lacks
the ability to determine in which control flows those two
accesses will actually occur. Therefore, static analysis will
treat those accesses as always may-alias, even if no feasible
control flow at runtime will fulfill this alias relationship.

Dynamic analysis suffers from the coverage issue because
the triggering of interleavings for all possible distinct par-
tial orderings requires excessive computational resources. A
random triggering can never guarantee that all partial order-
ings are tested. A systematic exploration using an explicit
state model checker can lead to the program state explosion
problem. The main cause of this problem is that dynamic
analysis has precise local (a particular control flow or inter-
leaving) knowledge of the program, but little to no overall
knowledge of the program. In other words, dynamic analysis
can report precise program facts about an executed program
interleaving, such as the aliasing relationships between two
accesses, but it generally lacks the ability to apply the col-
lected information to further exploration. To apply the col-
lected information globally, dynamic analysis needs to know
two things: what other feasible partial orderings might also
exist in the program, and how those partial orders could be
triggered based on what has already been tested.

Due to their respective advantages and limitations, many
existing techniques have tried to combine static analysis and
dynamic analysis to leverage the advantages of both. The



most common collaboration scheme is to have static anal-
ysis identify a set of relevant artefacts that will help guide
dynamic analysis. For example, the static analysis provides
a set of instructions that access variables that are shared
by multiple threads using alias and MHP (May Happen in
Parallel) analysis. Those instructions serve as markers that
could trigger an interleaving for an unexplored partial order-
ing if permuted during runtime. In general, static analysis
provides some guidance to dynamic analysis on what should
be checked while dynamic analysis ensures a low false pos-
itive rate by running the relevant interleavings. It is im-
portant to note that in this scheme, the information flow
is uni-directional, from static analysis to dynamic analysis.
Moreover, this collaboration only happens once, at the be-
ginning of static analysis.

We believe this uni-directional and one-time collaboration
has not fully exploited all possible collaboration opportuni-
ties between static and dynamic analysis. Static analysis can
tell dynamic analysis more than which instructions should
be considered for permutation. Static analysis can also tell
the dynamic analysis how to efficiently test these permuta-
tions at runtime, taking advantage of what has already been
tested. Moreover, we can leverage the precise interleaving-
specific information collected by the dynamic analysis to im-
prove the quality of the static analysis, by taking the flow of
control in a program into account. In both cases, the static
analysis has to be performed more than once in the testing
process. More importantly, the information flow between
static analysis and dynamic analysis is now bi-directional.

In this paper, we present the implementation of this
proposed collaboration scheme, based on our previously-
developed testing technique for concurrent programs called
value-schedule-based testing [6] [7]. In value-schedule-based
testing, we use static analysis to construct fulfilling inter-
leavings for value schedules [3] of a concurrent program, then
check the feasibility and correctness of a value schedule by
executing its fulfilling interleavings in an explicit state model
checker. In previous work, we used static analysis to guide
the model checker to carry out possible relevant permuta-
tions [21]. This process is easily extended to incorporate
our proposed collaboration scheme. For example, the alias
and control flow information collected from the controlled
execution in the model checker can be used to refine the
original program facts computed by static analysis. Then,
the refined program facts could be used to help static anal-
ysis guide the model checker to perform further exploration.
More importantly, by adding our new collaboration to a tool
that already included some collaboration between static and
dynamic analysis, we could concretely demonstrate how var-
ious collaborations could be integrated. Hopefully, our work
will be able to shed light onto other potential collaborations
between static and dynamic analysis.

This paper is organized as follows. In Section 2, we moti-
vate our new collaboration scheme with a concrete example.
Then, an overview of our new collaboration scheme is in-
troduced in the context of our value-schedule-based testing
technique. We present and discuss the implementation of
our new collaboration scheme in Section 3. In Section 4, we
evaluate the benefits of our proposed collaboration between
static and dynamic analysis with a case study. Related work
is discussed in Section 5. Finally, the conclusion is given in
Section 6.

2. OVERVIEW
In this section, we start by showing a concrete example

where the testing process could benefit from improved col-
laboration between static and dynamic analysis. Then, we
briefly present the concept of value-schedule-based testing
for concurrent programs using the sample code in Figure 1.
Moreover, we will describe some of the basic components of
value-schedule-based testing as shown in Figure 2.

2.1 Motivation
We motivate our paper by showing examples in which in-

creased collaboration between static and the dynamic anal-
ysis could improve the testing experience.

Currently, dynamic analysis uses the analysis output from
MHP and alias analysis to determine whether an instruction
should be permuted with other instructions at runtime. An
instruction accessing a variable will be permuted if it forms
a relevant MHP pair with another access that uses the same
variable. However, such a MHP pair may not be relevant
at runtime. First, the MHP relationship between two in-
structions is coarsely determined by static analysis using an
imprecise control flow graph. One of two instructions in a
MHP pair could be unreachable at runtime. Second, the
evaluation to determine if two instructions access the same
variable is based on coarse-grained may-alias analysis. This
analysis may not be able to determine if the variable ac-
cessed by two MHP instructions must-alias each other or
must-not-alias each other, instead indicating the two vari-
ables may-alias one another. For testing purposes, we must
assume such variable are aliases so dynamic analysis will still
perform the permutation. If these variables are not aliases at
runtime, the permutation is unnecessary and results in the
execution of extraneous tests. A closer examination reveals
that both the concrete control flow graph and alias relation-
ships could be captured and verified by the dynamic analysis
tool at runtime. The difficulty lies in how to instruct the dy-
namic analysis to check the relevancy of each MHP relation-
ship in time and prune out the unnecessary permutations as
early as possible. We believe we can use static analysis to
generate appropriate exploration paths which can then be
used to guide the dynamic analysis to check such informa-
tion.

For example, from the program in Figure 1, static analysis
will report the read of ta1.val at line 27 and write of ta1.val

at line 43 form a relevant MHP pair, and the read of val

following the method invocation at line 30 and the write at
line 45 as another relevant MHP pair. Existing techniques
such as [21] [12] will permute them to trigger different par-
tial orderings. Once a permutation is done, both diverging
interleavings are executed to completion. However, neither
will produce different partial orderings, as we will demon-
strate.

If we can schedule dynamic analysis to follow an instruc-
tion path where both accesses are about to be executed by
their respective threads, we can easily see that the read of
ta1.val at line 27 and the write of ta1.val at line 43 are ac-
tually accessing non-aliased objects by comparing the mem-
ory locations of two accesses before running the instructions.
Line 26 redefines ta1 to a new object of TypeA. Moreover,
in the case of the read of ta1.val following the invocation
at line 30 and the write at line 45, we cannot construct an
execution path in which these two instructions are both run
by their respective threads because no feasibile path exists.



This is because line 29 overwrites ta1 in thread T1 to an ob-
ject of TypeB, which does not access the instance variable
val. Since no such path exists, there are no relevant per-
mutations between those two instructions that could trigger
different partial orderings. Thus, the problem is transformed
into finding a way to determine such infeasibility. For our
sample pair, this infeasibility could be checked by determin-
ing the runtime type of ta1 just before the method call at
line 30 is executed and performing a coarse-grained reach-
ability analysis based on this type. This analysis will de-
termine that TypeB.op1() is run and that this method does
not modify the instance variable val. Thus, permuting the
instructions at line 30 and 45 is unnecessary.

To ensure no spurious permutation is executed at runtime,
we have to repeatedly switch between the static analysis
tool and the dynamic analysis tool. The static analysis de-
cides what to check in the dynamic analysis (relevant MHP
pairs) and how to check it (instruction paths). Then, the
dynamic analysis performs the checking using the instruc-
tion paths provided by static analysis and reports back the
relevant program state information, such as concrete alias
information and call graph edges, to validate a permuta-
tion. Once a permutation is determined to be necessary, the
static analysis extends its analysis to check the next possi-
ble permutation. Otherwise, the static analysis will instruct
the dynamic analysis to abandon further execution along the
current path. As permutations are incrementally checked,
the different partial orderings of concurrent accesses in the
programs are dynamically derived and tested as well. Dur-
ing the testing process, the information transfer between two
analyses is bi-directional and happens repeatedly. This pa-
per will concentrate on discussing the type of data that is
obtained and exchanged between static and dynamic anal-
ysis tools. Before we go into the details of this topic, we
briefly introduce a technique that was previously developed
to generate a fulfilling interleaving for a value schedule. This
technique forms the basis for the implementation of our pro-
posed collaboration scheme.

2.2 Value-Schedule-Based Testing
A value schedule of a concurrent program consists of a

sequence of pairs of conflicting concurrent accesses to a
shared variable, and each pair of conflicting concurrent ac-
cesses is annotated with the partial ordering between two
elements [3]. For example, two MHP read/write accesses
to shared variables or two MHP entries to the same moni-
tor will form a pair in a value schedule. Then, the partial
ordering of a pair of MHP read/write accesses determines
whether the read access reads in the value assigned by the
write, and that of a pair of MHP monitor entries determines
the order of monitor entry. Thus, a distinct value schedule
of a program corresponds to a distinct partial ordering of
all accesses to shared variables in a concurrent program.
Thread interleavings that fulfill the same partial ordering of
a program will be considered to be equivalent because they
will always bring the system into the same state.

The goal behind value-schedule-based testing is to exe-
cute exactly one fulfilling interleaving for each distinct value
schedule in the concurrent program. Then, the fulfilling in-
terleaving is executed in a controlled manner using a dy-
namic analysis tool, such as an explicit state model checker,
to determine whether the program works properly under
such a value schedule. The main advantage of explicitly con-

1 public class Sample {
2 public static void main ( S t r i ng [ ] args ){
3 TypeA ta = new TypeA ( ) ;
4 TypeB tb = new TypeB ( ) ;
5
6 T1 t1 = new T1( ta , tb ) ;
7 T2 t2 = new T2( ta , tb ) ;
8
9 try {

10 t1 . s t a r t ( ) ; t2 . s t a r t ( ) ;
11 t1 . j o i n ( ) ; t2 . j o i n ( ) ;
12 System . out . p r i n t l n ( ta . va l+” ”+tb . va l ) ;
13 } catch ( Inte r ruptedExcept ion e ) {
14 e . pr intStackTrace ( ) ;
15 }
16 }
17 }
18 class T1 extends Thread{
19 public T1(TypeA o , TypeA o2 ){
20 this . ta1 = o ;
21 this . ta2 = o2 ;
22 }
23 public void run (){
24 i f ( this . ta1 . va l < 3){
25 int l = this . ta1 . va l + 1 ;
26 this . ta1 = new TypeA ( ) ; //Al ias change
27 l += this . ta1 . va l ;
28 }else {
29 this . ta1 = tb1 ; //Type change
30 this . ta1 . op1 ( ) ;
31 }
32 }
33 TypeA ta1 ;
34 TypeA tb1 ;
35 }
36 class T2 extends Thread{
37 public T2(TypeA o , TypeA o2 ){
38 this . ta1 = o ;
39 this . ta2 = o2 ;
40 }
41
42 public void run (){
43 this . ta1 . va l = 1 ;
44 this . ta1 . va l = 3 ;
45 this . ta1 . va l = 4 ;
46 }
47
48 TypeA ta1 ;
49 TypeA tb1 ;
50 }
51 class TypeA{
52 public void op1 (){
53 int l o c a l = val + 1 ;
54 }
55 public int val = 10 ;
56 }
57 class TypeB extends TypeA{
58 public void op1 (){
59 int l o c a l = 3 ;
60 }
61 }

Figure 1: A Sample Program

Value Schedule Interleaving Feasible

[r(ta1.val,t1.24),w(ta1.val,t2.43)] w(ta1.val,t2.43) TRUE
[r(ta1.val,t1.25),w(ta1.val,t2.43)] r(ta1.val,t1.24)

r(ta1.val,t1.25)
[r(ta1.val,t1.24),w(ta1.val,t2.44)] w(ta1.val,t2.43) FALSE
[r(ta1.val,t1.25),w(ta1.val,t2.45)] w(ta1.val,t2.44)

r(ta1.val,t1.24)
w(ta1.val,t1.45)
r(ta1.val,t1.25)

Table 1: Some Sample Value Schedules



Static Modules

runtime alias relationship

runtime feasibility

runtime control flow edge

fulfilling paths

cfgmhp

Dynamic Module

JPF

Model Checker 

Generator

Value Schedule

Soot

Figure 2: An Overview of Collaboration between

Static and Dynamic Analysis

trolling the dynamic analysis tool to fulfill a distinct concur-
rent access pair is to avoid exploring more than one thread
interleaving for each partial ordering. As a result, the total
computational resources required for testing could be greatly
reduced.

Some sample value schedules and their fulfilling inter-
leavings for the program in Figure 1 are given in Ta-
ble 1. A concurrent access pair is specified in the form
[r(v, t.linenumber), w(v, t.linenumber)], where r and w

stand for read and write access respectively, v stands for the
shared variable accessed, t stands for the thread this access
belongs to, and linenumber stands for the line in the source
code where this access is specified. The value schedule in
the first row specifies that r(ta1.val, t1.24) reads in value
written by w(ta1.val, t2.43), then the next read of ta1.val

in thread t1 at line 25 reads the same value. Its fulfilling in-
terleaving is given in the second column of the first row. A
controlled execution of the program using that interleaving
will show this interleaving is feasible at runtime. Thus, the
value schedule represented by this interleaving is feasible as
well. However, the value schedule in the second row is in-
feasible since its fulfilling interleaving is infeasible because
the branch statement at line 24 will skip the read access
at line 25. The value schedules are derived and their ful-
filling interleavings computed one concurrent access pair at
a time [7]. So, once the partial value schedule in row 1 of
Table 1 is successfully tested, static analysis resumes to dis-
cover the next concurrent access pair that could be reached
from the current program state and generate its fulfilling
interleavings accordingly.

2.3 Overview of Collaborations
Currently, our new extended value-schedule-based testing

technique is implemented as shown in Figure 2. It consists
of two main modules: the static analysis module and the
dynamic analysis module. The static analysis module con-
sists of two sub-modules: Soot and Value Schedule Gener-
ator. The Soot module is based on the Soot program anal-
ysis package [20]. It can produce useful information about
a program, such as MHP relationships among instructions,
interprocedural call graphs, and intraprocedural CFGs. Al-
though the information is not precise, it is used by the Value

Schedule Generator module to statically uncover potential
value schedules and compute their fulfilling interleavings.
The computed value schedules are checked for feasibility
and correctness by executing their fulfilling interleavings in
the dynamic analysis module. The dynamic module is a
customized version of an explicit state model checker called
JPF. The dynamic information obtained from the controlled
execution will help the Value Schedule Generator with fur-
ther value schedule discovery.

The arrow-headed lines between modules indicate the ex-
change of information proposed by our new collaboration
scheme in the context of the value-schedule-based testing
technique. The solid lines indicates information flow from
the static analysis module to the dynamic analysis module.
The dashed lines indicate the information flow in the other
direction. In the following section, we discuss each informa-
tion flow in detail.

3. COLLABORATIONS BETWEEN

STATIC AND DYNAMIC ANALYSIS
In this section, we present the different collaborations be-

tween static analysis and dynamic analysis shown in Figure 2
in the context of value-schedule-based testing. We will use
the sample program in Figure 1 to illustrate these exchanges
of information. Although the implementation of some of the
collaborations discussed in this section have been presented
in [6] [7], in this paper we concentrate on discussing the
rationale behind the information exchange. For example,
we want to discuss why the introduction of one type of in-
formation makes the presence of other types of information
necessary, and how each type of information improves the
testing process.

3.1 Static Analysis: MHP and CFG
The testing process starts with a coarse-grained static

analysis. The output of the static analysis is a set of ful-
filling interleavings of value schedules that will serve as an
initial set of guides to the dynamic analysis.

The analyses provided by Soot gives two main sets of in-
formation. The first set of information includes some gen-
eral program facts such as alias information (via data flow
analysis), and intraprocedural and interprocedural control
flow graphs (via control flow analysis). The second set of
information concerns concurrent aspects of the program se-
mantics, such as MHP instructions. The MHP instructions
are computed by combining CFG information and alias in-
formation contained in the first set of analysis output. For
example, two accesses to an aliased object from the run()
methods of two threads could be considered to form a MHP
pair by the Soot analysis.

The CFG and MHP information collected from the Soot
package are used to compute value schedules and fulfilling
interleavings. This process starts by randomly selecting a
thread and traversing its CFG. Every CFG node encoun-
tered during the traversal will be added to a temporary
path. When a node participating in a pre-determined MHP
pair is encountered, the exploration is diverted to explore
the thread that contains the partner CFG node that might
form a MHP relationship with the current node. After the
target node is found, the exploration path leading to the
target partner node will be added to the path already com-
puted on the thread that triggered the divergence. Then,



the exploration is resumed from the triggering node. In this
way, we could compute an execution path that leads the
program to test a partial order in which the partner node
happens first. An example of value schedule generation and
fulfillment is shown in Table 1. The details of value schedule
generation are given in [6] and [7].

Compared to many existing approaches [16] [2] [11] which
only use MHP instructions as markers for possible permuta-
tions in the dynamic analysis, we used static analysis to gen-
erate much more detailed information. The output from our
initial static analysis not only indicates where the permuta-
tions might need to occur but also the possible interleavings
that the dynamic analysis should follow to fulfill the par-
tial ordering promised by the permutation. With the close
guidance of static analysis, we try to guide dynamic analy-
sis to systematically discover and test all partial orderings
in the program, and test every distinct partial ordering only
once. However, the introduction of static analysis brings
along both its advantages and its disadvantages. First of
all, due to the imprecise CFG, fulfilling interleavings may
be generated to fulfill a partial ordering that is not feasible.
Secondly, static analysis always generates correct but con-
servative facts about the program, so the guidance generated
from those imprecise facts is not precise either. The solution
to those issues lies in how to use dynamic runtime informa-
tion to correct the imprecision of the initial static analysis.
We illustrate our solution in the following sections.

3.2 Dynamic Analysis: Feasibility
For each value schedule derived by the static analysis, dy-

namic analysis will have to check its feasibility by running
a fulfilling interleaving using a dynamic analysis tool, JPF.
As the fulfilling interleavings are executed by our modified
version of JPF, JPF will report various types of dynamic
runtime information back to the static analysis. In this sec-
tion, we introduce the first type of information returned by
JPF: the feasibility information of each value schedule. We
first show how this information is collected. Then, we show
how the feasibility information helps to remedy the impre-
cision of coarse-grained static analysis.

JPF executes the interleaving by exploring the program
state space according to the instruction sequence specified
by the interleaving produced by static analysis. Every in-
struction will be considered as a transition. After an in-
struction is executed in JPF, the instructions referenced by
the program counters of active threads will form the next-to-
run-set for JPF. If the next instruction statically specified
by the interleaving computed by static analysis is not in the
next-to-run-set, then the interleaving is determined to be
infeasible. This can happen because the control flow of the
program does not take the branch expected by static analy-
sis. On the other hand, an interleaving is feasible if its every
instruction is executed in order by JPF. It is important to
note that a partial ordering becomes infeasible if all inter-
leavings generated to fulfill it fail to execute in JPF. The
details of computing feasibility of a value schedule are given
in [6] and [7].

The feasibility status collected by JPF on value sched-
ules will inform JPF whether the interleavings triggered by
a permutation will actually lead to a new partial ordering.
Once an interleaving is infeasible, any further exploration
on that interleaving can be abandoned. On the other hand,
approaches that only use MHP instructions as markers for

permutation cannot know this because they have no mecha-
nism to evaluate the success of a permutation. In that case
once a permutation is carried out, both interleavings have
to be explored, even though one of them might not trigger
any new partial ordering.

As for our example in Figure 1, we use the value schedule
in the second entry in Table 1 to illustrate the usefulness of
feasibility information. Both our approach and the marker-
based approach will permute the write to ta1.val at line 45
with the read of ta1.val at line 25. From the feasibility infor-
mation, we know such a permutation will not lead to a new
partial ordering if the read at line 24 has read in the value
given by the write at line 44 because that assignment forces
the true branch to be skipped and renders the interleav-
ing infeasible. Thus, we could instruct JPF not to execute
any additional transitions once the path to r(ta1.val, t1.25)
is shown to be infeasible. On the other hand, the marker-
based approach will try to trigger and run both interleavings
to completion whenever the write at line 45 is encountered
regardless of the context. Therefore, the runtime feasibility
information helps the dynamic analysis to prune out irrel-
evant explorations. The feasibility information is shown by
the feasibility arrow in Figure 2. In Section 3.4, we will
discuss how we could help JPF detect the infeasibility of a
value schedule or partial ordering as early as possible.

3.3 Dynamic Analysis: Alias Information
Once a feasible fulfilling interleaving for a permutation is

computed and tested, we must determine if the partial order-
ing we just fulfilled really happened on a pair of concurrent
accesses to the same object. As discussed in Section 3.1,
the MHP instructions that are marked for permutations are
computed based on may-alias or must-alias relationships.
Therefore, it is possible that a partial ordering fulfilled at
runtime actually happened for accesses to two non-aliased
objects. For example, static analysis will conclude that the
write of ta1.val at line 45 and read of t1.val at line 27 is
a concurrent access pair. Therefore, the access at line 45
will be marked to permute with the access at line 27 when
encountered during the CFG traversal. However, these two
accesses actually operate on different objects at runtime due
the redefinition of ta1 at line 26. Nevertheless the Value
Schedule Generator will compute feasible interleavings for
permutations between those two accesses. However, these
permutations will not lead to any distinct value schedules.
To cope with this kind of imprecision in the static analysis,
we now introduce the second type of dynamic information
returned by JPF: the dynamic alias relationship on the stat-
ically determined MHP members. This information is rep-
resented by the runtime alias information edge in Figure 2.

Although the precise alias relationship between two in-
structions is prohibitively expensive to compute statically,
this same relationship could be easily obtained by querying
the dynamic analysis tool, such as JPF, to obtain the mem-
ory address referenced by the two instructions at runtime.
If the memory addresses referenced by two instructions are
different, then they are non-aliased accesses and irrelevant
to the partial ordering. To retrieve this information, we
have to access the instructions in question from the JVM
provided by JPF just before they are run. Because JPF
is an explicit state model checker, it creates a snapshot of
the JVM state after the execution of an instruction. Such a
snapshot is called a kernelstate by JPF. A kernelstate stores



relevant information such as the heap structure of the pro-
gram and stack information of each thread. The thread
stack is where we can retrieve the program counters, which
can be dereferenced to obtain the next instruction to exe-
cute. The last issue how to produce an interleaving when
the two instructions in question are the next to run in their
respective thread. Recall from Section 3.1 that a fulfilling in-
terleaving for a permutation is comprised of the instructions
leading to, but excluding, the permutation triggering node
in one thread and the instructions leading to the permuta-
tion partner node in another thread. It is important that
the permutation partner node is always the last instruction
in a fulfilling interleaving. So, once the fulfilling interleav-
ing is successfully executed up to the last instruction, the
instruction that triggered the permutation and its permuta-
tion partner are both the next-to-run instructions of their
respective threads. Using the program API provided by the
JPF, we can compare the memory references of those two
instructions.

In the case of our sample program in Figure 1, the spurious
concurrent access pair [r(ta1.val, t1.27), w(ta1.val, t2.45)]
could be pruned out by executing all but the last instruction
in the fulfilling interleaving: w(ta1.val, t2.43) → r(ta1.val,

t1.24) → w(ta1.val, t2.44) → r(ta1.val, t1.25) → r(ta1.val,

t1.26). After the memory references of r(ta1.val, t1.27) and
w(ta1.val, t2.45) are checked, we know they are not aliased
at runtime. Then, this interleaving will not be further ex-
tended by the Value Schedule Generator.

A closer examination of the alias checking technique will
certainly raise the question why we check the alias relation-
ships for ta1.val instead of ta1 directly. In that case, we
should make the w(ta1, t1.26) and r(ta1, t2.45) into next-
to-run instructions in their respective threads and compare
them. Ideally, if they do not match, all subsequent opera-
tions on fields of those two objects will not form any concur-
rent access pair. However, this requires the static analysis to
be precise. For example, we have to know which accesses to
ta1.val are bound to the object allocated at line 26. Unfor-
tunately, precise static analysis for concurrent programs is
an undecidable question [17]. Therefore, the alias checking
on accesses to fields of shared variables is a practical and safe
solution to remedy the imprecision of the static analysis.

3.4 Dynamic Analysis: Runtime CFG
As discussed in Section 3.1, the fulfilling interleaving of a

partial ordering is computed by traversing the CFG of the
program following both intraprocedural and interprocedural
edges. However, the CFG generated by the coarse-grained
static analysis is not precise with respect to a particular run-
time interleaving. For example, the branch node at line 24
of our sample program has two successors. Thus, for a CFG
traversal to gather interleavings, we might need to traverse
both branches. However, because every feasible runtime in-
terleaving leading to this branch node will take only one of
the two branches, the work done by traversing one of two
branches following this branch node is always superfluous.

The imprecision in the CFG caused by dynamic method
calls on polymorphic objects also affects the efficiency of in-
terleaving generation. A coarse-grained static analysis will
assign more than one possible type to an object reference
in the code. Consequently, a method call to an overridden
method on that object will produce multiple edges in the
interprocedural call graph, each bound to a possible ob-

Value Schedule Interleaving

[r(ta1.val, t1.24), w(ta1.val, t2.44)] w(ta1.val, t2.43)
[r(ta1.val, t1.53), w(ta1.val, t2.45)] w(ta1.val, t2.44)

r(ta1.val, t1.24)
w(ta1, t1.29)
r(ta1.val, t1.53)
w(ta1.val, t1.45)

Table 2: Value Schedule using Runtime CFG

ject type. Therefore, during interleaving generation, the
traversal will follow every possible out-edge from a dynamic
method call site. Because only one edge is actually taken
for any feasible interleaving at runtime, all but one traversal
done in the interleaving generation stage are superfluous.

Although fulfilling interleavings generated from those su-
perfluous traversals could be filtered out as infeasible inter-
leavings as described in Section 3.2, the computational re-
sources spent on superfluous traversals could be saved if the
runtime decision on the control flow branch could be pro-
vided to the Value Schedule Generator before the traversal
continues from a control flow branch point. As discussed in
Section 3.3, the next-to-run instructions from each thread
maintained by JPF can again be used to extract useful run-
time information. In the case of a control flow branch caused
by a conditional statement such as an if statement, the in-
terleaving leading to that branch, including the conditional
statement, will be executed. After the conditional is exe-
cuted, the next-to-execute instruction referenced by the pro-
gram counter of that thread will indicate which branch has
been taken. Then, the Value Schedule Generator will follow
that successor in further fulfilling interleaving computations.
In the case that a branch is caused by a dynamic method
call, then only the interleaving leading to the method call is
executed by JPF. At this point, the object referenced and
its runtime type are known and can be extracted from the
program state saved by JPF. When the runtime type of the
callee is determined, the concrete method can also be de-
termined. With this updated information, the Value Sched-
ule Generator will only traverse the out-edge corresponding
to the runtime method. The runtime CFG information is
shown as the runtime control flow edge in Figure 2.

With the concrete runtime information, when the fulfilling
interleaving is computed for the value schedule in the second
entry of Table 1, the branch statement at line 24 will trig-
ger a branch test by executing the interleaving leading to it.
The runtime results collected will instruct the Value Sched-
ule Generator to take the else branch of the conditional
statement when looking for the permutation partner r(t1.a,

t1.25), and skip the true branch entirely. A very coarse-
grained reachability analysis will indicate that the desired
permutation partner cannot be found in the else branch,
and declares the value schedule infeasible.

Suppose we modify the value schedule listed in the first en-
try of Table 1 to that shown in Table 2 to include the partial
ordering between the read of val that happens at the call to
ta1.op1() at line 30 and the write of ta1.val that happens at
line 45. The execution of the interleaving, w(ta1.val, t2.43)
→ w(ta1.val, t2.44) → r(ta1.val, t1.24) → w(ta1, t1.29)
shows the runtime type of ta1 at line 30 is actually TypeB,
while the runtime type of the write at line 45 is TypeA.
Therefore, further exploration will not reach the permuta-
tion partner, the read of val in TypeA’s op1() method, and
the exploration can be halted. It is important to note that



the alias relationship between w(ta1, t1.30) and r(ta1, t2.45)
could also prune this interleavings. However, due to the im-
precision of the static analysis, the alias relationship cannot
be properly resolved until an interleaving that leads to the
execution of both instructions is constructed and run. With
concrete runtime CFG information, we can detect infeasi-
bility more quickly and avoid exploring interleavings that
cannot produce the desired concurrent access pair.

3.5 Discussion
To summarize, static analysis performs the first cut in the

overall search space for a program, then the dynamic anal-
ysis refines the remaining search space with additional help
from static analysis. The initial program facts computed by
static analysis provide the first set of guidance to the dy-
namic analysis tool. However, the guidance also introduces
the imprecision of static analysis into the dynamic analysis
tool. To remove or reduce the imprecision, the runtime in-
formation specific to a particular interleaving will have to be
provided to the static analysis to refine its initial computa-
tions. The feasibility information tackles the imprecision in
the control flow analysis, while runtime CFG edges further
improve the efficiency of feasibility analysis. The runtime
alias checking reduces the imprecision in the data flow anal-
ysis. In the end, all information exchanges and refinements
strive for the same goal: discovering and testing a partial
order as fast as possible.

A fair question to ask is whether there are other ways in
which static analyses could combine with dynamic analy-
ses. For example, we would like to know what other types
of information should be exchanged and in what manner.
More importantly, once the information is collected, how
can each type of analysis make use of it? For instance, at
a permutation point in interleaving generation, is it useful
to invoke static analysis to compute a refined CFG for both
interleavings based on the dynamic program facts collected
so far? Moreover, the concrete information collected by dy-
namic analysis is only conservatively valid for the thread
interleaving under testing. It would be interesting to know
whether some of this information could be applied to other
interleavings using static analysis. In the future, we would
like to explore these questions in detail.

4. A CASE STUDY
In this section, the effectiveness of our collaboration

scheme is demonstrated by running the sample program in
Figure 1 using out-of-the-box JPF (JPF version 3.1.2) and
our implementation of our new collaboration scheme. We
would have liked to compare the performance of our tech-
nique against other testing techniques such as [2] [16] which
also combined static and dynamic analysis for testing. How-
ever, implementations of those techniques are not available.
The number of interleavings, program states and transitions
taken by the two techniques to cover all distinct partial or-
derings will be compared.

The sample program has two threads. Each thread has
two shared variables ta1 and tb1. ta1 and tb1 are instances
of type TypeA and TypeB respectively. Moreover, TypeB

extends TypeA. Thread T1 performs different operations
based on the value of ta1, while thread T2 modifies the
value of ta1 three times. The operations in thread T1 are
divided into two branches by an if statement. In the true
branch, the ta1 of thread T1 is redefined to a new object of

Our Approach Out-of-the-box-JPF

Interleavings 6 10
Program States 49 210

Transitions 7839 12977

Table 3: Experimental Results

type TypeA, while in the false branch, the ta1 of thread T1
is set to the value of tb1 in T1.

This program will produce 6 distinct partial orderings or
value schedules. In the case where r(ta1.val, t1.24) reads in
the value of ta1.val written by w(ta1.val, t2.43), the true

branch will be taken. The r(ta1.val, t1.25) will form three
distinct partial orderings with the three writes in thread
T2. The r(ta1.val, t1.27) operation will not spawn any ex-
tra partial orderings because it operates on a new object, as
we discussed in Section 3.3. In the case that r(ta1.val, t1.24)
reads in the default value of ta1.val, the value given by
w(ta1.val, t2.44) or the value given by w(ta1.val, t2.45), then
the false branch will be taken. Because ta1 in the false
branch is redefined to another type, only one partial order-
ing is generated for each of those three cases. In total, there
are 6 distinct partial orderings or value schedules that could
be generated.

As shown in Table 3, our technique covers all partial or-
dering or value schedules with much fewer interleavings, pro-
gram states and transitions than out-of-the-box JPF. The
out-of-the-box JPF permutes on every access to an instance
variable that is reachable by more than one thread at run-
time. Thus, JPF will permute on an access whose concur-
rent access partners are no longer reachable in the successive
exploration. For example, for the interleaving listed in Ta-
ble 2, JPF will permute before executing w(ta1.val, t2.45)
and execute both interleavings to completion even though
they do not produce different value schedules.

5. RELATED WORK
There are two main approaches for uncovering concur-

rency bugs: static analysis, and dynamic analysis. Static
analysis performs different analysis methods iteratively to
uncover potential bugs [15] [14] [1] [10]. Static analysis is
insensitive to different program inputs. However, because
many program analysis problems for concurrent semantics
are either NP-Complete [19] or undecidable [17], static anal-
ysis must make numerous assumptions during program anal-
ysis. Depending on these assumptions, static analysis meth-
ods could produce both false positives and false negatives in
the bug report.

Dynamic analysis uncovers concurrency bugs by running
the program using different thread interleavings. In [18] [22],
programs have been devised to run many times to uncover
deadlocks. In [8] [3] [4], pre-installed sleep statements are
invoked randomly at runtime to trigger different thread in-
terleavings. This approach may trigger and test a partial
ordering more than once. Moreover, there is no guaran-
tee that a feasible partial ordering will be tested before the
computational resources run out. An approach proposed
by [3] [4] is to change the values returned by a concurrent
read dynamically as the program executes. It is an attempt
to test different partial orderings on-the-fly, but it can only
account for events that have already occurred and not those
that will happen later. However, this approach may run into
circular dependency issues. Dynamic analysis could also be



implemented using an explicit state model checker such as
JPF [21] and Verisoft [12] to systematically explore all in-
terleavings of a concurrent program. However, explicit state
model checkers can suffer from the state-explosion problem
without aggressive partial order reduction. Dynamic anal-
ysis may contain false negatives because computational re-
sources could be used up before all relevant interleavings are
triggered.

Attempts have been made to combine static and dynamic
analysis for testing concurrent programs. Bruno et al. [9]
use call graphs collected from execution runs to refine the
statically computed escape properties of variables. Choi et
al. [16] uses MHP and alias analysis to identify a set of
instructions relevant for partial orderings, and instrument
them to capture data races at runtime. R. Agarwal et al. [2]
uses static type checking to determine unsafe code in pro-
grams, then focus on-the-fly checking on the unsafe code
for possible race conditions and atomicity violations. Mac-
Donald et al. [13] try to combine static analysis and aspects
to control the execution of program according to potential
value schedules. However, this approach does not handle
control flow well, and can produce an infeasible execution
of a concurrent program. Godefroid [12] uses alias analysis
to identify the dependency between enabled transitions to
perform persistent-set-based partial order reduction. Brat
et al. [5] use alias analysis to identify non-aliased accesses to
avoid permutations at runtime. This non-aliased set is re-
fined with the alias information collected from every explo-
ration of an interleaving in the model checker. To the best
of our knowledge, this work is the only one that supports
a bi-directional exchange of information. However, it only
exchanges one type of information, alias information, while
our approach exchanges a wider range of information. In
particular, without dynamic feasibility information, Brat’s
approach may test a partial ordering more than once.

6. CONCLUSION
In this paper, we presented a new collaboration scheme

between static and dynamic analysis for testing concurrent
programs. The static analysis gives guidance to the dynamic
analysis to avoid testing a distinct partial ordering more
than once. This guidance is corrected during testing using
runtime information collected by the dynamic analysis tool.
Collected runtime information includes alias relationships
and CFG information. In turn, the refined guidance pro-
vides better further guidance to the dynamic analysis. The
collaboration is bi-directional and repeated multiple times
during the testing process. We have integrated our new
collaboration scheme into our value-schedule-based testing
technique. Moreover, some preliminary experiments show it
delivers an improvement over out-of-the-box JPF.
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