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ABSTRACT

Using reverse engineering techniques, a model of the architecture
of alarge software system can be recovered from its source code
as a large hierarchic graph. In our approach, the hierarchy in the
model is represented as a tree, whose nodes correspond to the
parts and subparts of the system, such as subsystems, packages
and classes. The dependencies between these parts, such as calls
to procedures, are represented as directed edges from node to
node. Permission edges can be added to the graph to document
which dependencies are legal in the architecture. For example, a
public edge from a module to one of its procedures could specify
that calls are permitted to the procedure from outside the module.
It is shown that certain of these architectural models are
phantoms, i.e., they legal, satisfying the permission rules, but
cannot be built up out of smaller graphs that satisfy the rules.

Categories and Subject Descriptors
D.2.11 [Software Engineering]: Software Architectures — graph
model, scope control, dependencies.

General Terms
Design, documentation, theory.

Keywords
Software architecture, software model, box and arrow diagrams,
phantom, graph model.

1. INTRODUCTION

Over the last couple of decades, software reverse engineering
techniques have been developed that take large software systems
and create corresponding architectural models for the system [7,
12, 8]. These models can be used for various software
engineering purposes such as program comprehension,
maintenance, |ocating anomal ous constructs, migration, etc.

For example, Bowman [1] carried out reverse engineering of the
Linux operating system and described the upper hierarchic
structure of its main subsystems, illustrated in Figure 1.

The root of the system, called Linux in Figure 1, contains 7
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subsystems: Initialization, Memory Manager, Process Scheduler,
etc. Inturn, subsystems contain subsystems, for example, the File
System contains Executable Formats, Virtual File System, File
Quota and Buffer Cache, while Virtual File System contains
Device Drivers and Logical File Systems. We have simplified
Figure 1 by showing only part of the hierarchy. Not shown in
Figure 1 are edges which represent static dependencies among the
parts; these are shown in other kinds of visualizations of the graph
model [9].

Linux
Initialization
Memory Manager
Process Scheduler
File System
Executable Formats
Virtual File System
Device Drivers
Logical File Systems
File Quota
Buffer Cache
Network Interface
IPC
Library

Figure 1. High level hierarchic structure of Linux.

This paper concentrates on a graph model of software architecture
in which nodes represent constructs such as classes, modules,
packages and subsystems. However, the actual model is
mathematical in nature, so it could be used to represent hierarchic
structuresin other domains. A designated set edges of in the graph
represent the system’s nesting (hierarchic) structure while others
represent dependencies (such as procedure calls and references to
variables). The graph model can contain permission edges,
representing constructs such as “import” of packages.

In this paper, we present a way in which permission edges in the
graph can control access (or scope) among the parts of the system.
This control is analogous to directives such as “private” and
“protected” that limit access to parts of classes in Java and C++.
This control can be used in higher levels in the system, for
example, in Linux to prevent the Library subsystem from using
other subsystems (see Figure 1) or to prevent al subsystems
(except Initidization) from caling functions within the
Initialization subsystem.

Based on a graph model, we define a notation that a system
architect can use to write a ruleset that determines the meaning of
permission edges in the target software system. For example, the
architect might specify that a“public’ edge from a subsystem Sto
afile F contained in S allows F to be accessed from outside S.

This paper gives examples of such rulesets and a genera form for
them, called Sum of Products (SoP). It is shown that SoP rulesets
have two interpretations, which are often equivalent: (1)




interpretation as formulas that directly determine if a graph is
“legal” and (2) “constructive’ interpretation that specifies how
edges can be legally added to the graph. The surprising
observation is that some graphs, called phantoms, are legal by the
first interpretation, but are not constructive (cannot be built using
the second interpretation).

The rest of the paper is organized as follows. The next section
describes the basis of our model: Nested Box and Arrow (NBA)
graphs. Relational operators that can query and manipulate these
graphs are reviewed, and these are used to define “family”
relations in NBA graphs. Then examples of permission rules are
given. The general form of these rules is formalized as Sum of
Products rulesets. The approach is generalized as Abstract
Permission Theory, which is independent of the structure of NBA
graphs The concept of phantom architectures is defined and
explored. Practicality and related work are discussed, and finally
conclusions are given.

2. NESTED BOX AND ARROW GRAPHS
We will use directed graphs, namely NBA graphs [5], with
labeled (also called colored or typed) edges, to model the
hierarchic architecture of software systems (see Figure 2). The
hierarchy is defined by a set of edges labeled C (for Contain or
Child). These edges form a tree on the nodes in the graph. The
other edges in the graph represent either static dependencies
between the parts of the software or permission.
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Figure 2. Example Nested Box and Arrow (NBA) graph.
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NBA graphs have the following properties: They have no limit
on their (finite) depth or size. In the hierarchy, there is no
ordering among children of anode. Between two nodes, there can
be more than one edge, but only one edge with any particular
label.

The NBA model is related to the form of graphs used in the Rigi
project [7], and is exactly the model used in University of
Waterloo's SwagKit reverse engineering tool suite [9].

The following three definitions give a rigorous description of
NBA graphs. We are giving a somewhat different, but equivalent,
definition of NBA to that given by Malton [5] in order to simplify
our presentation of permission theory. The first of these three
defines relations, which are sets of edges.

Definition 1. Given a non-empty set of nodes N, arelation Risa
possibly empty set of directed edgeson N, i.e, R N x N.

For example, in Figure 2, the nodes N are {r,ab,v,wx.,y,z} and
relation U is{(v,w), (xX,y)}

Definition 2. A non-empty set of nodes N, with arelation T c N
x N isa(directed) treeif:

(1) Thereisasingleroot. That is, there is exactly one noder, the
root, in N such that there isno edge (x,r) in T.

(2) There are no cycles. That is, there is no non-empty path of
nodes (X1, Xa, ... , Xp) such that x; = x, and (x;, xj+1) isan edgein T.

(3) Each node has at most one parent. That is, for each nodew in
N, there is at most one edge (x,w) in T.

Definition 3. A Nested Box and Arrow (NBA) graph G = (T, 9)
consists of atree and a state:

(2) tree T, which in turn defines a non-empty set of nodes N and a
set of directed edges C, and

(2) state s, which is defined as afinite set of relations {V4, Vo, ...
} onN.

The notation V; stands for variable number i, and any edge in any
Vi is cdled a variable edge. In Figure 2, the tree is given by
relation C, and state s is defined by the three variable relations U,
E and . Inour model of software architecture, variable relations
represent dependencies and permissions.

We will consider that state s can be represented either as (1) a set
of named pairsor as (2) asingle set of triples, asfollows:

(1) As NBA has been defined, state s consists of a set of labeled
sets of pairs, e.g., in Figure 2, s consists of these three labeled sets
of pairs:

U {(v, w), (x, y)}
I :{(a b}
E:{(by)}

(2) When it is convenient, we will aternately consider that state s
is represented as a set of triples of the form (x, Vi, y) where (X, y)
isinrelation V;, eg., in Figure 2, state s can be represented as this
set of four triples:

{(v.Uw), (x,Uy), (al.b), (bEy)}

In an NBA graph, the tree can be defined by a set of pairs, e.g., in
Figure 2, the set of pairsis:

C:{(ra), (r.b), (@av), (aw), (ax), (b.y), (b,2)}

Alternatively, we can consider that C is a set of triples, eg., in
Figure 2 this set of triplesis:

{(r.Ca), (r,Cb), (aCyv), (aCw), (aCx), (b,Cy), (b.C,2)}

3. RELATIONAL OPERATORS

Given labeled graphs such as NBA graphs, we can use Tarski’s
binary relational agebra [10] to query and manipulate
architectural relations such as U and E [12, 11, 3]. To make our
presentation self contained, we will briefly review such operators
(see Figure 3), with examples based on Figure 2. Readers who
are familiar with this notation can skip to the next section.



Operator Name | Example | Result
Union | VE {(ab), (by)}
Subtraction C-E {(ra, (r,b), (av),
(aw), (@x), (b,2)}
Inverse ut {(w,v), (yx)}
Subset EcC true
Composition loE {(a y)}
Identlty ID {(r,r), (a,a), (bvb)v (V,V),
(w,w), (x,x), (y.y), (z.2)}
Transitive c Cu
Closure {(rv), (rw), (r.x), (ry), (r.2)}
Reflexive T.C. c* cC'u ID

Figure 3. Operatorson Binary Relations (See Figure 2).

Ideally, the examples in Figure 3 make clear the meaning of the
operators (for details see [3]), but for readers unfamiliar with this
notation we explicitly define composition (the o operator):

Definition 4.
Vi0Vy =g {(Xy) [TWe (XW)eViA (Wy) € V3}

We will use these operators to define family relations in NBA
graphs.

4. FAMILY RELATIONS

Given a hierarchy defined by tree relation C, we define derived
relations, including Parent and Ancestor, asin Figure 4. We will
use these family relations in our permission rules.

Family relation Definition Example
edge
Self ID (b,b)
Parent P =cCt (w,a)
Sibling S = PoC- 1D (w,X)
Descendent D =C+ (r.x)
Ancestor A =P+ (x,n
Super cousin K =P o0SocC* (v,b)

Figure 4. Family relationsderived from treerelation C.

The K (super cousin) relation is the least obvious of the
relations in Figure 4, so it will be described further. K edges
connect every pair of nodes x and y such that x and y are distinct
nodes and are neither descendents nor ancestors of each other.
So K can aternatively be defined as

K=ALL-ID-A-D
where ALL = P* 0 C* contains all possible edges on node set N.

We will refer to family relations, including C and 1D, as constant
relations.

5. EXAMPLESOF PREMISSION RULES

This section presents four examples of rulesets. These determine
which edges, such as U edges, are permitted in an NBA graph.

(1) Whole Import-Export ruleset.
presented in Figure 5.

Our first example is

1) A node may export its children.

2) A node may import its siblings. Also, it may import what its
parent imports.

3) A node may use its siblings and what they export recursively.
Also, it may use what its parent imports, as well as what they
export recursively.

Figure5. Whole Import-Export ruleset (informal).

This ruleset, consisting of three rules, is similar to scope rulesin
languages such as Euclid [4]. The ruleset is said to be Whole, as
in Whole Import-Export, because only whole (not parts of) boxes
are permitted to be imported and exported.
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Figure6. Illustrating Whole Import-Export ruleset.

We abbreviate export to E, import to | and use to U, and illustrate
this ruleset using the NBA graph in Figure 6. In the figure, we
represent the containment hierarchy by nesting of boxes, rather
than by edges labeled as C, as was done in Figure 2. In the
figure, edge (d,E)y) is legal by rule (1) because y is d's child.
Edge (al,c) islegal by rule (2) because aand c are siblings. Edge
(x,U,y) islegal by rule (3) because x’s parent b imports ¢ which
recursively exportsy. The rest of the variable edges in the figure
can also be shown to be legal.

The Whole Import-Export ruleset is defined mathematicaly in
Figure 7. In the notation used here, the composition operator o
has higher precedence that U (union), which has higher
precedence than — (subset). For example, the second rule in
Figure 5 could be written as: | c (S v (P o l)). Transitive
closure (*) has the highest precedence of all the operators.

EcC
I € Su Pol
Uc SoE* U PoloE*
Figure 7. Whole Import-Export ruleset, defined

mathematically.




Mathematical specification of rulesets as in Figure 7 has the
advantage of brevity and non-ambiguity over informal
specification asin Figure 5.

(2) Selective Import-Export ruleset. We will now consider a
second ruleset, given in Figure 8. Its third ruleisidentical to the
third rule in the Whole-Import-Export ruleset (Figure 7). Its first
and second rules are more permissive than the corresponding
rules of the Whole ruleset, allowing descendants of (parts of)
boxes to be imported or exported, when those descendents are
transitively exported. Consequently, any NBA graph allowed by
the Whole ruleset is also allowed by the Selective ruleset. For
example, the graph in Figure 6 is allowed by the Whole Import-
Export ruleset, so it is also allowed by Selective Import-Export.
If we modified that graph by replacing edge (c,E,d) with edge
(c,E)y), thiswould selectively export y from ¢ and would disallow
the use of d outside of ¢. The resulting graph would be allowed
by the Selective but not by the Whole Import-Export rules. This
sort of selectivity is particularly useful in graphs representing
large software systems.

Ec CoFE*
| ¢ SoOE* U PoloE*
Uc SoE* U PoloE*

Figure 8. Selective Import-Export ruleset

(3) Tube ruleset. We will now consider a third ruleset, given in
Figure 9. The Tube ruleset has only one rule, which is given on
four linesin the figure. Thisruleset is elegant in that it has only
one kind of permission edge (T for tube). It has no explicit use
(V) edges; instead it considers that T edges also represent use
edges. So, for this ruleset, there is no difference between
dependency edges and permission edges.

T cS
U PoT
uToC

u PoToC

Figure 9. Tuberuleset

If we temporarily take T to stand for “talk”, the ruleset can be
explained this way: a box can tak to its siblings, to what its
parent can talk to, to the children of boxes it can talk to, and to
children of boxesits parent can talk to.

—
T

Figure 10. lllustrating Tube ruleset

Figure 10 illustrates a graph that is allowed by the Tube ruleset.
In the figure, some of the edges are drawn as wide arrows, such as
the arrow from ato w. This edge (a,w) is allowed because a and
w are siblings (S) and similarly wide edges (b,c) and (x,y) are
alowed as sibling edges. Edge (d,c) is alowed because d “is
talking to what (c) its parent (b) can talk to”. Edge (x,z) is legal
because x “istalking to a child (z) of abox (y) it can talk to”.

Figure 10 illustrates why this is called the Tube ruleset. Notice
that wide edge (aw) has a narrower edge (c,x) passing through it.
In other words, (a,w) is a tube through which can passes edges
such as (¢,x). The general principle of this ruleset is that for an
edge (a tube) to connect two boxes that are not siblings, it must
tunnel through wider (higher level) tubes that provide higher level
connections. For example, the tube (d,c) is alowed because it can
tunnel through tube (b,c).

(4) Whole Buy-Sdll ruleset. Figure 11 gives our fourth example
of apermission ruleset. In the ruleset, E (export) is considered to
mean sell, e.q., a parent box p can sall (export) its child x, thus
making x available for use outside p. Symmetrically, parent p can
specify that its child x can buy (B) boxes outside of p. While sell
edges (E) are a mechanism for controlling access to boxes inside
parent p, buy edges (B) are a mechanism for controlling access
from items inside p to boxes outside of p. The third rule specifies
that a use edge U can connect box x to box y only if x or its
ancestor aisthe sibling of y or y’s ancestor b, where x reflexively
trangitively buys a and b reflexively transitively sells y. This
ruleset is said to be Whole, as in Whole Buy-Sell, because only
whole (not parts of) boxes can be bought and sold.




UcB*0SoE*

Figure 11. Whole Buy-Sdll ruleset

Figure 12 illustrates a graph that is alowed by the Whole Buy-
Sell ruleset. In the graph, E edge (y,z) is alowed by the first rule
because y’s child is z. This E edge alows boxes outside of y to
use the z part of y. The B edge (x,w) is alowed by the second
rule in Figure 12 because X’ s parent isw. This B edge allows one
of w’'s parts, X, to use boxes that are outside of w. The U edge
(x,2) is alowed by the third rule. The first rule is a mechanism to
control information hiding, i.e., to determine what parts of an item
are exposed to outside use. The converse of information hiding is
implemented by the second rule, which provides a mechanism to
control which internal parts have accessto externa items.
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We will now formalize what it means for state sin a given NBA
graph to be legal with respect to a particular ruleset. State s legal
if each of its variable relations satisfies its corresponding rule.
For example, in the Whole Buy-Sell ruleset, Eg (relation E in state
) satisfiesitsruleif

Esc C

In general, for any variable relation V, legality requires that V in
state s (written as V) is a subset of its corresponding right-hand
sideins, thatis:

Vs < fV(S)

where fy(9) is the function that maps state sto V’s right-hand side
value.

We will simplify this notation by assuming that sis represented as
a set of triples, e.g., triples such as (al,b). We define permission
function f such that f(s) maps s to the set of triples that are
allowed by s by al the ruleset’s right-hand sides. To illustrate,
consider the example ruleset in Figure 13, which is the same the
Whole Import-Export ruleset, but with the final U rule omitted.
We cdll it the Simplified Whole Import-Export (SWIE) ruleset:

|l cSu Pol
EcC

Figure 12. Whole Buy-Sell ruleset

The rulesets given in this section illustrate various kinds of
permission that can used to control interactions in a software
architecture. They aso illustrate a common form for rules, which
will be formalized in the next section.

6. RULESETSAS SUMSOF PRODUCTS
This section defines a particular form of ruleset, called Sum of
Products (SoP), that we have illustrated in the examples in the
preceding section.

In the example rulesets we have given, and more generaly in
every SoP ruleset, the right-hand side of each rule is a sum of
products, e.g., in

|l c Su Pol

theright-hand side S U Polisthesum (really, theunion) of S
andPol.

P o | is the product (really, the composition) of Pand I. S, asa
single term, is considered to be a product.

In general in SoP rulesets, thereisarule for each variable, and the
left-hand side of the rule consists of that variable. For example,
for variable |, thereistherulel < S U Pol, with | on the left-
hand side.

The right-hand side is a union of compositions (possibly empty).
The elements of each union can be variable relations such as | and
E or constant relations such as C and P. Although we have
illustrated transitive closure (*) on the right-hand side, to simplify
the presentation we will not alow this in our definition of SoP
rulesets. In the following sections, transitive closure could be
allowed without changing the results.

Figure 13. Simplified Whole Import-Export (SWIE) ruleset.

For this ruleset, if sis the state in Figure 2 (but with U edges
omitted), then function f, defined by the SWIE ruleset, maps s to
this set of triples:

fs) = {(alb), (bla),
(v,I,w), (v,1,%), (w,1,v), (w,1,x), (X,I,v), (X,],w),
(v.1.2), (zLy),
(v,1,b), (w,1,b), (x,I,b),
(rEa), (rEb), (AEV), (AEW), (AEX),
(bEy), (bE2)}

The implication is that f(s) contains the triples that s permits. For
agiven tree T, f maps states to states, where each state consists of
sets of triples. With this notation, we now formalize our
definition of legality.

Definition 5. State sislegal according to function f, written L(s),
if each triplein sis contained in f(s). We write this as:

Li(s) =ws SCH(9

To summarize, in this section we have defined SoP rulesets,
whose right-hand sides are unions of compositions, and we have
defined what it means for a state to be legal for agiven ruleset. In
the next section, we will take a more abstract approach to
permission and legality.

7. ABSTRACT PERMISSION THEORY

This section generalizes the definition of states to be independent
of NBA graphs. We cal this approach Abstract Permission
Theory (APT),. Using this approach we will demonstrate that
certain properties of rulesets are true without taking into
consideration the structure of NBA graphs. This approach has the
advantage of allowing us to concentrate on inherent properties of
permission, independent of details about a particular graph
model.  Consequently, the results for APT can apply to
permission systems other than SoP.




APT assumes that there is afinite set E of elements and that each
state sisa subset of set E. Asaspecia case, E could be the set of
all possible variable edges in a tree in an NBA graph, as is the
case for SoP. However, APT takes the abstract approach of
considering that E is an arbitrary finite set. APT assumes that f is
an arbitrary mapping from states to states, i.e., from subsets of E
to subsets of E.

APT retains our previously introduced concept of legality, but
now we will call it f-legality (because it is directly based on the
permission function f). Asbefore, we define:

Li(S) = sCf(9)
We will introduce another concept of legality, called 7-legality,
and will explore the question of how these two kinds of legality

are related. To define m-legality, we first define a permission
relation 7 between states.

Definition 6. We define that state s permits state t, written s t,
asfollows

STt =g SCtcf(9)

This definition can be equivalently stated as follows. If sis f-
legal (s c f(9)), and t is created by adding elementsto s (s C t),
and all elements added to t are f-legal according to s (t < f(9))
then s permitst.

If there exists state s that permitst (s t), we say t is permitted
and that t is t-legal, written L(t) :

Definition 7. L, (t) =q¢ ISesm t

For example, suppose s is the state illustrated in Figure 2.
Suppose that state t is the same as state s but additionally includes
triple (w,U,y). Then, according to the Whole Import-Export
ruleset, we can show that s permitst, i.e., smt, and we can thus
conclude that t ismt-legal.

In the following, we will show that for every SoP ruleset, f-
legality and n-legality are equivalent.

We will mainly be concerned with functions that are monotonric,
defined as follows:

Definition 8. Function f is monotonic if for al sand t:

sct = f(s)cf(t)

If f is defined by a SoP ruleset, it is necessarily monotonic. This
follows from the observation that any function defined as a union
of compositionsis necessarily monotonic.

For a given state s, we define that an element is f-legal if it is
contained in f(s). We can state monotonicity for SoP rulesets as
follows: Adding edges to a state can allow more edges to become
f-legal, but can never cause existing f-legal edges to become
illegal.

We now consider the situation in APT in which state s is not
necessarily based on an NBA graph and f is not necessarily based
on SoP. We show that when f is monotonic, f-legality and m-
legality are equivalent.

Theorem 1. If f ismonotonic then for arbitrary state s

Li(s) =Lx(s)

Proof. Thiswill be proven by showing (1) that L¢(s) implies L(s)
and (2) that L,(s) implies L¢(s). (1) It is obvious that L¢(s), i.e., S

c f(9), impliesL,(s), i.e,, Itetc scf(t), becauset can be taken
to be s. (2) To show the converse, that L,(s) implies L¢(s), we
must use monotonicity. We start with the assumption that L(s) is
true, i.e, that 3t e t s c f(t), and we conclude by monotonicity
that f(t) < f(s). (See Figure 14 for illustration.) Then, by
trangitivity of <, we can conclude that s ¢ f(s), and hence that
L¢(s) istrue. Therefore L,(s) implies L¢(s). Having demonstrated
both (1) and (2) we conclude that for monotonic f, L¢(s) = Ln(9),
aswas to be proved. QED

If f is not monotonic, it is not in general true that L«(s) = L(9);
that is, there exists f such that these two kinds of legality are not
equivalent. However, for SoP rulesets, f-legality and m-legality
are always equivalent.

f(s)
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~
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Figure 14. Showing L 4(s) implies L(s)
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Corollary. For any SoP ruleset, for any state s:

L(s) = Lx(s)
This follows from Theorem 1 and the observation that SoP
rulesets are inherently monotonic.

Based on this theorem and corollary, when we are dealing with
monotonic permission function f, or with SoP rulesets, we will
simply use the term legality, rather than f-legality or m-legdlity,
because the two concepts are equivalent.

8. CONSTRUCTIVE STATESAND
PHANTOM STATES

This section defines what it means for a state to be constructive
and for a state to be a phantom.

Informally, a state is constructive if it can be constructed step by
step starting with the empty state ¢ (¢ contains no elements of E),
where each step adds legal elementsto the state. Formally:

Definition 9. State sisconstructiveif ¢ n* s, that is:
constr(s) =g O T*S

In other words, when state sis constructive, there is a sequence of
states sy, S, ... Sswheres;= ¢, s,=sand ST Sy

This will be illustrated in terms of the Tube ruleset in Figure 15.
Inthefigure, ¢ s, ST S, STSand ;s Hencep n* s, and sy



is constructive. The bottom graph in the figure represents the
empty state ¢, which is state s;, for a tree consisting of nodesr, a,
b, ¢, d and e. Using the first right-hand side (S) of the Tube
ruleset (figure 9), we can construct state s, from s, by adding
sibling edge (a,b), because s, permits s,, i.e., s, TS,. Then using
the ruleset’ s second right-hand side (P o T), we can constructively
add edge (d,b) to create state s;.  Then using the third right-hand
side (T o C), we can construct state s,. Therefore state s, is
constructive, and so are states s, and s;.

/r s ={(aT,b), (d,T,b), (d,T,e)}
/ ""\ ) b
c d =—p €

r

ss={(aT,b), (d,T,b)}
/ \

i

r s ={(aT,b)}

N
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C d e
Si=¢

r
/ \/ \/
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Figure 15. Showing s, isa constructive state

We state without proof that all example rulesets given up to this
point in this paper have the property that for every state s, sis
legal if and only if sisconstructive.

It may come as a surprise that there exist SoP rulesets such that
there are states that are legal but not constructive. Any such state
is caled a phantom.

Definition 10. State s is a phantom if s is lega but not
constructive, that is:

phant(s) =4¢ L#(S) A not constr(s)

Since we apply these concepts to software architecture, we
sometimes refer to phantoms as phantom architectures.

Figure 16 gives an example SoP ruleset that has a single rule.
This ruleset is phantomic, i.e, it has legal states that cannot be
constructed. This ruleset can be explained as follows. An E

export edge can follow any C child edge, or it can follow the
composition of two E edges. Although this seems to imply that
every legal E edge must be a descendent edge, it turns out that
this is not true, as phantoms (which are legal states) that contain
non-descendent edges are possible.

EcCuEOE

Figure 16. A phantomic ruleset

As an example phantom, consider a tree containing node x, with a
single variable edge (x,E,x), so state sis { (x,E.x)}. To determine
if sislegal, we compute f(s), as follows.

fs§=C U EoE
=C u {(x,Ex) o {(x,Ex)}
=C u {(X,Ex)}

Sinces={(x,Ex)} andf = C U {(x,ExX)}, it follows that s c
f(s), and therefore sislegal.

We now show that s is not constructive as follows. Every
constructive state must contain an E edge that is a descendent
edge, because the only edges that can be constructed from ¢ are C
edges, and these and successively constructed edges can only be
constructed by composing them, via E o E, into further
descendent edges. Since s contains no descendent edges, we
conclude that s cannot be constructive. Since s is legal but not
constructive, it is a phantom. Besides showing that s is a
phantom, we have answered affirmatively the more genera
question: Do there exist SoP rulesets that allow phantoms?

9. PHANTOMSAND FIXPOINTS

Up to this point, this paper has explored permission theory and
the concept of phantoms as motivated by considerations in
software architecture. This section explores arelated but different
question: Are there areas of mathematics that effectively model
the results we have presented? We will answer this question by
showing that the theory of fixpoints, as somewhat expanded,
provides a necessary and sufficient condition for monotonic
function f to have phantoms. Throughout this section, we will
assume that f is monotonic.

Given afunction f, afixpoint (or fixed point) sis a state such that
f maps s to itself. If f maps sto a superset of s, we say sis a
prefixpoint. More formally:

Definition 11. State sis afixpoint (fp) when s =f(s). Statesisa
prefixpoint (pfp) when sc f(s), that is:

fp(s) =gt S=1(5)

pfp(s) =aet S (9

Some authors use the term postfixpoint instead of prefixpoint.

By definition, s is f-legal when s < f(s) and hence s is a
prefixpoint if and only if s is f-legal. If follows from our
preceding theorem that for monotonic f, s is a prefixpoint if and

only if sis n-legal. Note that for monotonic f, empty state ¢ is
inherently alegal state and a prefixpoint.

Given that f is monotonic, and based on the subset ordering
relation c the classical Tarski-Knaster theorem applies:

Tarski-Knaster Theorem. f{“(s) is a fixpoint. It is a least
fixpoint.



So, if f is applied to empty state ¢, then applied to the result of
that, then to the result of that, etc., eventually we find a fixpoint
state s = f*(f), such that

f(s) =s

State s = f(s) is aleast fixpoint, which means that thereisnot, t
C s, such that f(t) =t.

Figure 17 illustrates a state space with empty state ¢ on the
bottom and a fixed point (fp) on the top. The states in the
outlined area are prefixpoints; they are the legal states. We can
think of constructive chains leading from legal states at lower
levelsin the diagram to legal states which they transitively permit
at higher levels.

The diagram labels ¢ and two other points as spfp (strong
prefixpoint). This concept will now be defined.

fp

spfp spfp

spfp ¢

Figure17. Illustration of fixpoints.

Definition 12. State sis caled a strong prefixpoint (spfp) if sisa
prefixpoint and there is no state t less than s that permits s, in
other words:

SPFP(S) =g PFP(S) ANOtItcSetpi s

A strong prefixpoint is akind of minimum, i.e., itisapoint that is
permitted (by itself), but is permitted by no state beneath it. This
is illustrated in Figure 17 by the fact that the three strong
prefixpoints have no legal states below them. It is clear that ¢ is
an spfp state because it isalega state and there is no state smaller
than it. Any non-¢ spfp state is phantom, as is shown in the
following lemma.

The definitions of fp and pfp are from the literature, but the
definition of spfp is new in this paper.

Figure 17 shows a single fixpoint (fp), which is appropriate if
function f has asingle fp. If f has more than one fp, the diagram
should be extended to contain a corresponding number of outlined
areas, each with one fp on the top and at least one spfp on the
bottom.

Lemma 1. If s is a non-¢ strong prefixpoint, then it is an
phantom, that is:

spfp(s) As#0 = phant(s)

Proof. Recall that s is defined to be a phantom if it is legal but
not constructive. If sisastrong prefixpoint, then it is necessarily
legal. So we need to show only that s, a strong prefixpoint, is not
constructive. To do this, we need to show that there is no chain ¢

TSTS, ... Sy 7S, that would construct s. Since s is non-¢ and
since sis spfp, we know there is no state less than s that permits s,
so a chain leading from ¢ to s, cannot exist. Consequently, s
must be a phantom. QED

Based on this lemma, we can consider that each strong prefixpoint
isaminima phantom, i.e., a phantom that is alowed by no state
less than itself. A system contains such minimum phantoms
exactly when it contains any phantoms, as will now be shown.

Theorem 2. Monotonic function f is phantomic (alows
phantoms) if and only if f has one or more non-¢ strong
prefixpoints.

Proof. We will take LHS to be “f alows phantoms’ and RHS to
be “f has one or more non-¢ strong fixpoints’. We will prove the
theorem by proving (1) RHS = LHS and that (2) (not RHS) =
(not LHS). To prove part (1), we use the preceding lemma as
follows. Since f has a non-¢ spfp state, it follows that s is a
phantom, so RHS = LHS. Proceeding to part (2), we will now
prove that (not RHS) = (not LHS). Suppose that RHS isfase,
i.e, that there is no non-¢ spfp state. This implies that for every
legal state u, there exists state t, t — u, such that t w u, which
implies there must existachaing ms; s, ... s,ms and thusthat
sis be aphantom. Hence no states can be phantoms. QED

This theorem characterizes, in terms of fixpoints, when monotonic
function f allows phantoms. As such, it links permission theory
for software architecture to the theory of fixpoints. It might
appear that we can conclude from this theorem that we can in
general determine if a given function f allows phantoms, but this
does not follow from the theorem. Indeed, as the following
section concludes, the question of whether it is decidable if a Sum
of Products ruleset is phantomic remains open.

10. SIGNIFICANCE OF PHANTOMS
Phantoms arise out of the formalization of permission theory.
They are an anomaly that can be considered analogous to
anomalies such ambiguity in context free grammars or imaginary
numbers in number theory.

We can choose to ignore phantoms as a bothersome mathematical
artifact. However, it seems interesting to gain some
understanding of them for various reasons. First, phantoms are
intellectually interesting as a “surprise” in a mathematical
formulation. Next, it may be that a designer of a ruleset does not
redlize that phantoms are possible, and so might wrongly
conclude that legality and constructivity are identical concepts.
As a result, any unsuspected phantoms would violate the no
surprise rule and could lead to design errors.

Phantoms can be dealt with in various ways. |If the SoP ruleset of
interest does not alow phantoms, then things are simple and we
can use the same test, s c f(s), to determine both legality and
constructivity as the two concepts are identical in this case. If the
ruleset allows phantoms, we might require al legal states to be
constructive, effectively defining strong legality, which requires
both (ordinary) legality and constructivity.



Ideally, we should execute an agorithm that reads an SoP ruleset
and determines if phantoms are possible for that ruleset. The
author has developed a set of conditions that can be imposed on
SoP rulesets to check for these conditions. The check can be
executed to eliminate rulesets that alow phantoms. (There is
insufficient space to give these conditions in this paper.)
However, the author has not been able to discover an algorithm
that decides if arbitrary SoP ruleset is phantomic. So we pose this
challenge to the reader:

Open Question. Is it decidable if arbitrary SoP ruleset allows
phantoms?

Perhaps a reader of this article can answer this question. The
author conjectures that thisis decidable.

11. PRACTICALITY AND RELATED

WORK

In the history of programming methods, from structured
programming to object-oriented programming and beyond, we
have seen the development of practical mechanisms that help us
understand and control interactions in software. Control of
interactions in large software systems is essential in the
maintenance and understanding of their architectures.

This paper presents and analyzes the properties of a mechanism,
SoP rulesets, that can be used for that purpose. SoP rules are
easy to implement: they can be enforced by a few lines of code
written in a language such as Grok that supports binary algebra
operators [3].

They are efficient, in that the check to see if a graph is legal can
be executed in afew minutes or seconds even for models of target
software systems whose source code exceeds a million lines of
code. With appropriate use of hashing and radix sorting, these
algorithms effectively run in time O(E) where E is the number of
edges in the model. What is less obvious and needs further study
is whether such mechanisms to control dependencies can be
successfully used in the ongoing maintenance of large software
systems[12].

Access rules in module interconnection languages (MILS) are
closely related to the concept of permission presented in the
present paper [2].

Mancoridis [6], as the author’s PhD student, developed a visual
notation to specify permission which is related to SoP rulesets.
Mancoridis notation is non-monotonic in that it includes
“negative” permissions; adding such an edge can cause existing
legal edgesto becomeillegal. Lacking monotonicity, aresult like
the one given in this paper in which f-legality is equivalent to n-
legality does not hold.

Most of the example rulesets given in the present paper appear in
a somewhat different form in a 1996 technical report by the
author [3] and in Mancoridis' PhD thesis. That technica report
also introduces SoP rulesets.

The author knows of no work that recognizes phantoms or
generdlizes permission to the level of Abstract Permission
Theory.

12. CONCLUSIONS

This paper has presented a graph model, NBA graphs, of the
structure of software architecture. This model is hierarchical and

can include dependency edges between nodes. We showed how
permission edges can be used to control dependencies. After
giving examples of rules, we formalized a class of permission
rulesets called Sum of Products.

The concept of permissions in the graph models was generalized
to Abstract Permission Theory in order to separate details about
the particular model from deeper concepts.

It was shown that two concepts of legality (based on permission
function f or on permission relation m) are equivalent for
monotonic permission rules such as SoP.

There are phantom graphs that satisfy rulesets but cannot be
congtructed. We left as an open question whether there is an
algorithm to decide if an arbitrary SoP ruleset allows phantoms.

Control of dependencies is an essential part of the design of
software architecture, but we are still lacking good mechanisms
that scale up to handle this problem for large systems. It is hoped
that the mechanisms and analysis given in this paper will help
guide the way toward devel oping such mechanisms.
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